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BRI EITERTHIL,



3. RED—EZFE-IENTAREF-ITRELIGE . 224081 (RIESIREA) (<
AIREHZRIZICE@TIRRL. BIEBDOTHRER/LI L,

4. ZRE&. FBETOIAT, RAMERBEEZB - LIS THIZTIEIE T4,
A—HFEVT1ZHRESIEBOLNHRRO BOTEIRNMIGS EFHEEZDD
DIRBENDHD. EOMEFEMNZERT HIXATREREEZTH-TEMNFE
LLEWERDONARIEDNREL-IGE L, REEBIETDER - RUNZAREIZLI=S
ATHEIEICHREL. TOREICODVT, WAICRFEDOERLIBEFHRZFIALTT
RERFICE LGH. [RAESRIAICELEN > TEYHRYAKRENSH1ELDK
SEBEDIDIEEIRANIGLHEHELTRDLNLLY,

5. ¥ . BIEMODETRABNMEREEICRTEINETHo-5HEL, RETEE
ZTOEZHAL. BITOEREHRI DL,

6. FETEIL, ZHET-ZHRIHIDLT | LEEOBEEZZT-HEE. FIAEIZE
DTDTIEVE)TA-A—FEYTAEREBEIZERZ . TORFICOVTHET S
& HIAREEEONLZLDIE. RED Web R—IHHBRO T ERAKE
RELICEERMRLEACEDH DL,

7. LREDOFIEEREFETITEREEICRLU-BEVZIRO-ZEMNFIBALIZBE. TD
FEMENGZLDTH>TH, ZRFICERE LB REBICENTEIER
RAEICHLTETOBEEZRDLIIENTELLDET B, GHIELEIZHT=Y.
MERBEIEICIOTHRELIVTUVEDEHFNMTON TGS . EOESH
BORNBZTHBFLE-FTFBERZIERTSHIE,

MICTOEAEIE. RAICEENEIBEATHNE, EFA—ILTHEDLLEWLEDET S, O
BETOPYEYRH-15EE. RAELTZAENZEHREZEL/ER - IRHEL. BFED TR
#1952,



BIE Web 7 T —2 3 VOBHEFz v I VR K
R AT MMIBALZ2WE O W% KD D fegathiZko L0, ik, Sttt E®R T sttt
MROERICET 225 1T THET L2 &,
MMEFSHEAFROERICET 23R %E] 0% (1) ~ (3) TRTIZREREARITRO LB,

() TPA [R&272T 7% A FOIED 5 UGETH 72016 42 1 A 27 AET) ] o~—T & BHE G
http://www. ipa. go. jp/security/vuln/websecurity. html

(2) CWE - Common Weakness Enumeration ¢ CWE 75 & Glak, XEVA MBI D Ma9aMEL i a —ERFIER,
http://cwe. mitre. org/

(3) TPA [V = 7HEFEZITHEAR] D_— & R SRcH
http://www. ipa. go. jp/security/vuln/websecurity. html

No 55 4L B fess M4 FRO EFR B9 5 2 UG
(1) |P.6 - 1.1

1 [SQLA Y= ayw (2) | CWE-89
(3) |P.9 - (W)
(1) |P.10 - 1.2

2 |0Sa~vry N-Afr¥=riay (2) | CWE-78

(3) | P.12 - (D)
(1) |P.13 - 1.3

3 | T2 KU - FI =Yg (2) | CWE-98
(3) | P.14 - (G)
4 Ma 7 A HERE] DA (O~@DIZFHET D55 D)
(1) |P.18 = 4-(i)
@ | #HeRFIREZ2E v 23 > 1D (2) | CWE-330

(3) |P.18 = (K) - 2
(1) | P.19 - 4-(ii)
URL LA DT v 3 > 1D O
@ . (2) | cwE-522
SDOYF RN
(3) |P.18 - (K) - 4, 5
(1) | P.19 - 4-(iii)
® | 7 vX—0DFF=T7 B (2) | CWE-614
(3) |P.18 (K) - 3
(1) |P.19 = 4-(iv)-a, P.20 - 4-(iv)-b
@ | v ar IDOEEL (2) | CWE-384
(3) |P.18 (K) -1

No | Magg 4 Fr MagattEa FroER IS4 5 2 Mk

1 TPA iEMe55 M & 4 7 —% CWE i http://www.ipa.go.jp/security/vuln/CWE.html



http://www.ipa.go.jp/security/vuln/websecurity.html
http://cwe.mitre.org/
http://www.ipa.go.jp/security/vuln/websecurity.html
http://www.ipa.go.jp/security/vuln/CWE.html

(1) |P.22 - 1.5
5 | 7AYo b R UTT 17 (XSS) (2) | CWE-79
(3) | P.10 - (B)
6 | FIHEZEOBKICK Lz FEITO ILRED ©. DIEHEF B b D)
A
| () [P.30 1.6
JaAY A he JITTZ AR TH—
@® (2) | CWE-352
= U (CSRF)
(3) | P.11 - (0)
(1) | P.41 - 1.9
Q| 7VwrVxvFs (2) |47l
(3) | &ML
(1) | P38 - 1.8
T | A=~ H oAy va UMtk | (2) | CWE-93
(3) |P.13 - (F)
51 1T eI L TR oA KOO, @ICHBT 5 b D)
(1) |P.46 - 1.11.1
O© | 77 & Al (2) | CWE-284
(3) | P.20 - (L)
(1) |P.46 - 1.11.2
@ | RwTALER (2) | CWE-264
(3) | P.20 - (L)
(1) |P.34 - 1.7
9 |HITP~y & - f ¥z al (2) | CWE-113
(3) | P.16 - (1)
(1) | #4721
10 |eval £ V= r g (2) | CWE-95
(3) | 472 L
(1) | &4l
11| BEAIREEDMegs (2) | CWE-366
(3) | &ML
(1) | &4l
12 | BRILAWT 7 A VAR (2) | CWE-425 . CWE-548
(3) | P.13 - (B)
No | MagsME4: Fr fags s oo BRI 5 S




) i (1) | #4721
T w7 a— K77 A LD — M A
13 , B (2) | CWE-434
7 U7 NELT -
(3) | Y472 L
(1) | #4720
14 | ABIEHRFREEO X v v o 2 NME Ik (2) | CWE-524
(3) | Y472 L
) i (1) | #4720
F—=T N EA L ZfEgetE (B LR
15 . (2) | CWE-601
VA A L7 1K)
(3) | P.15 - (H)
(1) | #4721
16 | 7 o—Z ~oiih 2) | #4772l
(3) | P.21 - (M)
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